
How to Keep the 
Hybrid Workplace 
Connected and Secure
While government agencies have instituted return-to-o�ce policies, 
most continue to allow employees to work remotely a portion of each 
week. In short, the hybrid workplace is here to stay. The challenge 
now is to develop a security strategy that protects agency resources 
regardless of where employees are located.

60%
of remote and hybrid 
workers would say their job 
satisfaction would 
decrease if their employer 
mandated a return to 
in-person work. 

47%
said any mandate for 
in-person work would 
reduce the time they 
stay with their 
current employer.

is the amount by which 
cyberattacks have 
increased since the start 
of the pandemic, with 
remote workers being 
the primary target.

73%
of IT executives 
believe remote 
workers pose a greater 
security risk than 
in-o�ce employees.

SASE in Action

Rhondda Cynon Taf County Borough Council, Wales
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CHALLENGE SOLUTION OUTCOME
Originally, the 
council needed a 
short-term plan to 
transfer more than 
3,000 sta� to remote 
work during the 
pandemic. Their 
legacy connectivity 
tool was complex to 
use and was not 
built for remote work 
on that scale.

Palo Alto Networks provided a SASE solution 
based on Prisma Access and machine 
learning-powered next-generation firewalls, 
as well as Autonomous Digital Experience 
Management. Key capabilities include:

Enabling sta� to work 
securely from any location

Ensuring simple, intuitive 
remote online user experience

Unifying remote access security 
management in one pane of glass

Protecting application tra�c and 
reducing the risk of a data breach

The deployment 
ensured the 
uninterrupted delivery 
of vital social care, 
housing and other local 
government services 
during the crisis. Now 
that same approach is 
helping the council 
align with the Welsh 
government's "Smarter 
Working" strategy.

Improved visibility in the 
security environment

Better employee experience

To learn more about 
Palo Alto Networks’ 
Prisma Access and 
related solutions, 
check out these 
additional resources:

Download our Prisma 
Access At-A-Glance 

User Guide
Sign up for our 
SaaS Security 

Free Trial 

Request a 
Prisma Access 

Demo

Visit Our 
Prisma Access 

Webinar

75%

80%

"So�" benefits include:They Include:

increased e�ciency in SASE management and policy 
changes as well as in responding to security incidents

time savings related to scaling and setting up new sites

Monroe County, Georgia
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CHALLENGE SOLUTION OUTCOME
Monroe County’s 
outdated firewalls 
and traditional 
antivirus weren’t 
su�cient to defend 
against ransomware. 
Preparing to adopt 
So�ware-as-a-Service 
applications, the 
county sought a 
modern solution. 

Palo Alto Networks provided Prisma Access 
and Prisma SaaS; the Strata network security 
suite, Cortex XDR. Key capabilities include:

Automatic blocking 
of cyber threats

Consistent security policies 
across cloud applications

Granular control of user access to 
applications and cloud services

Monroe County’s 
one-person IT 
department can now 
defend the enterprise, 
endpoints and SaaS 
against zero-day 
attacks in real time, 
thanks to better 
visibility and control 
over end-user devices 
and simplified 
security operations.

AWS and Palo Alto Networks put their customers first. Together, they can solve your security 
challenges, keep your organization compliant with local and national cybersecurity 
regulations, and keep your remote workers connected and secure, whether they are on the 
road or at home. Prisma Access, available through the AWS Marketplace, was purpose-built 
in the cloud to secure at cloud scale. It protects all application tra�c with best-in-class 
capabilities while securing both access and data to dramatically reduce the risk of a data 
breach. With a common policy framework and single-pane-of-glass management, Prisma 
Access secures today's hybrid workforce without compromising performance.

A recent study by Forrester Research found that 
investing in Prisma Access paid significant dividends. 

Palo Alto Networks and Amazon Web Services: 
Unified Security for the Cloud

238%

The problem is the traditional 
hub-and-spoke security 
architecture, in which 
security policies are enforced 
in the data center, no matter 
where the employee resides.

But with the advent of hybrid 
work, agencies are moving more 
applications to the cloud or 
accessing them through a 
So�ware-as-a-Service model. As 
that happens, performance su�ers.

Least privilege 
access

Continuous trust 
verification

Continuous security 
inspection

Protects 
all data

Secures 
all apps

THE PROBLEM THE SOLUTION

Secure Access 
Service Edge 
(SASE) based 
on Zero Trust 

Network 
Access 2.0
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